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RFID is
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    Syngress, 2005



Radio Frequency IDentification
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Radio Frequency IDentification is used in
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E-Pasports



    RFID Security (1st Edition) 
    ISBN  1-59749-047-4  
    Syngress, 2005

E-Pasports Payment Cards

Radio Frequency IDentification is used in



Nama Frequency Reach ISO Terminology

Low Frequency (LF) 125 kHz <45cm Proximity Cards 
(ISO 7810)

High Frequency (HF) 13.56 MHz 45-100cm Contactless Cards 
(ISO 24727)

    Technology Card Guide 
    HIDGlobal, 20 May 2015It comes in different flavors



    HID Proximity Brochure 
    HIDGlobal, 02 Oct 2018 

    iCLASS Product Brochure 
    HIDGlobal, 2007

• Uses 13.56 MHz RFID Frequencies 
• Encrypted using DES/Triple-DES (Digital 

Encryption Standard) 
• the CSN is protected

Smart Contactless Card 

But we are focusing on one



    iCLASS Product Brochure 
    HIDGlobal, 2007

Proximity Card (ISO 7810) Reader

6d 61 69 6b 20 73 61 79 61 6e 67 20 73 61 6e 73 61 6e 

  UID 
(Unique Identifier)

*this is not a real UID

Before iCLASS there was ProxCard
that transmits it's UID in plaintext



    Cryptography Engineering 
    ISBN  978-04704744242 
    Bruce Scheneier, 2010

Encryption

So iCLASS uses...



    Cryptography Engineering 
    ISBN  978-04704744242 
    Bruce Scheneier, 2010

 HID iCLASS uses the Hash0 algorithm 
 to create all signatures



    Cryptography Engineering 
    ISBN  978-04704744242 
    Bruce Scheneier, 2010

Using the signature in the reader, the device 
can iterate unique keys for every card



    Cryptography Engineering 
    ISBN  978-04704744242 
    Bruce Scheneier, 2010

Using the We could attempt to bruteforce the combination but this method 
requires significant computing power if done without prior information 

gathering and supplemental information in the reader



    iCLASS Product Brochure 
    HIDGlobal, 2007

Smart Contactless Card Reader

  CSN 
(Card Serial Number)

Reader checks if the key in the card and the key in 
the reader are the same

It also has a unique quirk



    iCLASS Product Brochure 
    HIDGlobal, 2007

Smart Contactless Card Reader

  CSN 
(Card Serial Number)

If the keys are the same



    iCLASS Product Brochure 
    HIDGlobal, 2007

Smart Contactless Card Reader

  CSN 
(Card Serial Number)

The CSN is transmitted and authenticated



Level Layers of Security

Lvl0 CSN

Lvl1 phdr + rf signal (IDENTIFY)

Lvl1 DES Signature (Q) #N Data

Lvl2 INCrypt32 #0 data

Lvl2 Hash0 #0 data

Lvl3 TDES Key (R,S) #N data

So there are layers to this...



Smart Contactless Card

CSN



Smart Contactless Card

CSN

1. Extract the CSN 
2. Extract the TDES Key 
3. Duplicate the card

So we just have to



Smart Contactless Card

CSN

First Step 
Extracting the CSN



    OMNIKEY 5321 Product Brochure 
    HIDGlobal, 2007

Omnikey Smart Proximity Contactless Card

 On the left is a device called an OMNIKEY, it's what HID calls a Secure 
 Access Module that can read and write the contents of an HID iCLASS card. 
 This is commonly used by technicians for the initial programming of the card.



    OMNIKEY 5321 Product Brochure 
    HIDGlobal, 2007

Reader/Writer Multikey

• It can do read-write operations 
• It's contents are encrypted with TDES too 
• The USB connection to a PC is secured using 

somesort of Secure Mode



Reader/Writer Multikey

In the Secure Mode, there is a security flaw in an 
old driver that accidentally gives the user root 
access of the device

    Reverse Engineering HID iCLASS Master Keys 
    Kevin Chung (NYU) , 12 Juni 2016



    Reverse Engineering HID iCLASS Master Keys 
    Kevin Chung (NYU) , 12 Juni 2016

Master Authentication Key

By disassembling the original OMNIKEY 
firmware, we can find the default 
master authentication key that is 
contained in every single OMNIKEY 
device



    Reverse Engineering HID iCLASS Master Keys 
    Kevin Chung (NYU) , 12 Juni 2016

Reader/Writer Multikey

CSN 
(Card Serial Number)

Reader Parity Data

We can use that masterkey to create a 
program that can read the card and 
acquire the CSN from the program 
header, without the use of HID's 
proprietary card decoding software 



Level Levels of Security

Lvl0 CSN

Lvl1 phdr + rf signal (IDENTIFY)

Lvl1 DES Signature (Q) #N Data

Lvl2 INCrypt32 #0 data

Lvl2 Hash0 #0 data

Lvl3 TDES Key (R,S) #N data

Time to go deeper...



Smart Contactless Card

CSN

Second Step 
Extract the TDES Key



Scanner

Rewriteable Test 
Cards

USB Cable

For this step we will be using a device called Proxmark that 
was built by Johnathan Westhues. This device contains a 
low frequency and high frequency band antenna that 
connects to an onboard chip to extract keys from the card 
and reader. The blueprints for a Proxmark device is 
available online, however we have decided to add some of 
our own modifications such as lowering the memory 
capacity to lower the production cost and speed up 
production. 



    iCLASS  Key Extraction 
    Jonathan Westhues, 2010

Key DES

Proxmark 3Reader

IDENTIFY

 In this step we use the Proxmark device to fool the reader 
 into thinking that the device is a genuine HID card. This is done 
 to take the frequency response that is created by the reader.



We need to match the proxmark radio frequency with the 
frequency that is expected of a genuine HID iCLASS card 



  Spectogram results from 
  Martin Holst Swende

Response of an “IDENTIFY”  signal from a 
genuine reader

Response of an “IDENTIFY” thats 
replicated



Level Levels of Security

Lvl0 CSN

Lvl1 phdr + rf signal (IDENTIFY)

Lvl2 DES Signature (Q) #N Data

Lvl2 INCrypt32 #0 data

Lvl3 Hash0 #0 data

Lvl3 TDES Key (R,S) #N data

Next on the chopping block



    Exposing iCLASS Key Diversification 
    Radboud University, 2010We will attempt to break the implementation of the 

algorithm used by HID. In the iCLASS system there is a 
formula to calculate the keys and in the keys there are 
several parameters. 

Publicly shared : 

       P, u, b, G (parameters) 

       Q = Public key 
       e = Hash of data 
       R = Signature by scalable multiplication 
       S = Signature by normal numbers 

Privately stored : 
        
       M = random number 
       Kd = debit key

Level Levels of Security

Lvl0 CSN

Lvl1 phdr + rf signal (IDENTIFY)

Lvl1 DES Signature (R,S) #N Data

Lvl2 INCrypt32 #0 data

Lvl2 Hash0 #0 data

Lvl3 TDES Key (Kd) #N data



    Exposing iCLASS Key Diversification 
    Radboud University, 2010

Signature is a pair of variables R, S thats programmed 
as : 

                     

The m varibale needs to be random for the encryption 
system to work. If a signature uses the same m value, a 
user can calculate k.



    Exposing iCLASS Key Diversification 
    Radboud University, 2010

There are two S Variables (one for the reader and the 
other for the card) so there are S1 and S2



    Exposing iCLASS Key Diversification 
    Radboud University, 2010

If  m has the same value in the two signatures, then R 
will be the same



Level Levels of Security

Lvl0 CSN

Lvl1 phdr + rf signal (IDENTIFY)

Lvl2 DES Signature (Q) #N Data

Lvl2 INCrypt32 #0 data

Lvl3 Hash0 #0 data

Lvl3 TDES Key (R,S) #N data

With this we not only took the DES signature 
but we also obtained the TDES key which is 
the last level of security in the iCLASS 
ecosystem. 





Smart Contactless Card

CSN

Step 3 
Replication



#db# going into sicko mode, 8 CSNS sent 



thank you



thank you



- Jonathan Westhues (Oregon, USA) 
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